KubepbesonacHocTb B ceTu " MIHTepHeT"

NMHdopmMaLMoHHasa NnaMsATKa
Ons1 HecoBepLUeHHONIeTHMX Mo BonpocamMm KnbéepbesonacHoOCTH
B ceTn «HTepHeT»

KOMI'IbIOTeprIe BUPYCbI_

KoMMbloTepHBI BUPYC - 9TO PasHOBUAHOCTb KOMMLIOTEPHLIX NMPOrpaMm, OTIMYUTENBHON OCOBEHHOCTLIO
KOTOPOI SIBMSIETCA CMOCOBGHOCTL K pasMHOXEHMIO (KOMMPOBaHUIO). B JononHeHre Kk aToMy, BUPYCbl MOTyT
NOBPeAWUTb UMW MOSHOCTBI0 YHUYTOXUTE BCE (haiinbl M AaHHble, NOAKOHTPONbHbIE MONb3oBaTento, oOT
MMEHU KOTOPOro Obina 3anylieHa 3apakéHHas nporpaMma, a Takke MOBPeauTb WK OaXe YHUYTOXWTb
onepaLuoHHyl0 CUCTEMY CO BCeMM (painamu B Lenom. B GonblMHCTBE CryyaeB pacnpoCTpaHsoTCs
BUPYChl YEPE3 MHTEPHET.

MeToAbl 3aWmUThl OT BPeAOHOCHbIX NporpamMm:

1. Vcnonb3yn coBpeMEHHblE OnepaumoHHblIE CUCTEMbI, UMEIOLLNE CEPbE3HbIA YPOBEHb 3aLLUTbI
OT BPeOOHOCHbIX Nporpamm;

2. TlocTtosiHHO ycTaHaBnMBanW natyM  (UMdpOoBble 3annaTki, KOTOpble  aBTOMAaTU4eCKu
yCTaHaBnMBalwTCA C LUenbld [opaboTky nporpammbl) u  Apyrve oOGHOBReHWs CBoen
onepauuoHHon cuctembl. CkaumBan MX TONbKO C odumumanbHOro canta paspabotuuka OC.
Ecnu cywecTtByeT pexum aBToMatu4eckoro o6HOBNEHWS, BKITHOYX €rO;

3. Pabotan Ha cBoeM KOMMblOTEPE NMOA NpaBamMu NONb30BaTeNs, a He agMUHUCTpaTopa. ATO He
Nno3BOJIUT 6OJ'IbLIJVIHCTBy BpeOOHOCHbIX nporpamMmm MHCTannMpoBaTbCA Ha TBOEM
NepcoHanbHOM KOMMbIOTEPE;

4. Vcnonb3yn aHTUBUPYCHble NporpamMHble MpPOAYKTbl M3BECTHbIX MpousBoauTenen, ¢
aBTOMaTn4yeckum obHoBneHnem 6as;

5. OrpaHuyb (hmsnyeckunii 4OCTYN K KOMMNbIOTEPY ANS NOCTOPOHHUX NKL;

6. Wcnonb3ym BHelWHWE HOCUTENW MWHOpMauuK, Takume Kak cpnewka, gMcK wnu dann ms
VHTepHeTa, TONbKO U3 NPOBEPEHHbIX NCTOYHUKOB;

7. He oTkpbiBan KOMMNbOTEPHbIE (hannbl, NOMyYEHHbIE U3 HEHaOEXHbIX MCTOYHUKOB. [axe Te
dannbl, KOTOpble Npucnan TBOM 3HAKOMbIN. Jlyylle yTOYHWU y Hero, oTnpaBnsan nim oH Tebe nx.

Cetn WI-FL_

C nomowpbto WI-Fi MoXHO nomnyynTb GecnnaTHbli MHTEPHET-AOCTYN B OOLWECTBEHHbIX MecTax: kade,
OTensx, TOProBbIX LEHTPax W aspornopTax. Tak e sIBNseTcs OTNMYHON BO3MOXHOCTbIO BbIXOA4A B
MHTepHeT. Ho MHOrme akcnepTbl cunTatoT, 4To obwenoctynHble WiFi ceTu He aBnsitoTcst 6e3onacHbIMM.

CoBeTbl No 6e3onacHOCTU paboTbl B 06LweaocTynHbIX ceTsax Wi-fi

1. He nepepaBan cBOK NUYHYH MHopmauuo yepes obuwenoctynHole Wi-Fi cetn. Pabotas B
HUX, XXenaTerbHO He BBOAWUTL Naposn AOCTYNa, JIOTUHbI U KakMe-TO HOMepa;

2. Vcnomb3ym u OOGHOBNAW aHTMBUMPYCHble nporpaMmmbl U 6GpaHgmayap. Tem cambiM  Thl
obesonacuib cebst OT 3akayky BUpyca Ha TBOE YCTPOWCTBO;

3. MMpu ncnonb3oBaHmn Wi-Fi otkmoun cdyHkumo «O6BwmMn goctyn Kk gamnam v npuHTepam.
[aHHas dyHKUMSA 3aKpbiTa MO YMOMYaHUIO, OOHAKO HEKOTOPbIE MOMb30BaTENW aKTUBMPYHOT €€
ansa ygobcTtea ucnonb3oBaHus B paboTte unm yyebe;

4. He ucnone3yn nyonuuHubin WI-FI ona nepegaymn nuyHbIX OaHHbIX, HAanpyuMep, Ans Bbixoda B
coumanbHble CETU UMW B AMEKTPOHHYIO MOYTY;

5. Vcnonb3yn Tonbko 3awuieHHoe coeauHeHue yepe3 HTTPS, a He HTTP, T.e. npn Habope
Beb-agpeca BBoAN UMEHHO «https://»;

6. B mobunbHOM TenedoHe oTkmoum dyHkumio «llogkntoveHne k Wi-Fi aBTomatudecku». He
Jornyckan aBToMaTM4ecKoro nogkrnoyeHms yctporctea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble ceTn

CouuarnbHasl ceTb - 3TO CalT, KOTOPbIN NPEegoCTaBseT BO3MOXHOCTb IOASAM OCYLLECTBNATL obLieHne
Mexay coboii B MHTepHeTe. Yalle Bcero B HMX AN KaXXOoro YerioBeka BbiAensieTcsl CBOsl Nv4Hast
CTpaHuW4Ka, Ha KOTOPOI OH yKasbiBaeT 0 cebe pasnuyHyto MHpopMaLMio, HauMHas oT UMeHW, hamunum u
3aKkaHuYMBas nuU4YHbIMKU doTorpacdusamu. MHorve nonb3oBaTenu He MOHUMAaKT, YTO MHdopMaLus,
pa3MellleHHasl MU B couMarbHbIX CEeTsX, MOXET ObiTb HaleHa W UCMofb30BaHa KEM YrogHO, B TOM
ynucne He 06sa3aTenbHO ¢ BriarMMu HaMmepeHNsaMU.


https://38.rkn.gov.ru/docs/38/Pamjatka_po_kiberbezopasnosti_dlja_nesovershennoletnikh.docx
https://38.rkn.gov.ru/docs/38/Pamjatka_po_kiberbezopasnosti_dlja_nesovershennoletnikh.docx
https://38.rkn.gov.ru/docs/38/Pamjatka_po_kiberbezopasnosti_dlja_nesovershennoletnikh.docx

OcHoOBHbIe coBeTbl N0 6e30NacHOCTU B couMarbHbIX CeTAX:

1. OrpaHuyb cnucok apysen. Y 1ebst B Apy3bsix He OOMKHO ObiTb CryYalHbIX M HE3HAKOMbIX
nogen;

2. 3awmwan cBo 4YacTHYH kM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, naTy TBOEro
POXOEHUA U OPYry0 NNYHYIO MHGPOPMAaLMIO. 3MOYMbILLMEHHMKN MOFYT UCMOMb30BaTh Aaxe
WHhopMaLuo 0 TOM, Kak Tbl U TBOWU pOAUTENN MiaHUpyeTe NPOBECTU KaHUKYbI;

3. 3awmwan ceoto penyTaumio - OEpPXM ee B YACTOTe U 3apdaBan cebe Bonpoc: xoTen Obl Thl,
4YTOObI ApyrMe Mnornb3oBaTenu BUAENW, YTO Thbl 3arpyxaewb? Nogymain, npexge Yem 4YTo-To
onybnukoBaTb, HanNncaTb U 3arpy3uTb;

4. Ecnu Tbl roBopulb C NOAbMU, KOTOPbIX HE 3Haelllb, HE UCMOMNb3yi CBOE peanbHOe UMS U
OPYTYI0 NMNYHYIO MHAOPMaLIMK: UMS, MECTO XUTENbCTBA, MeCTO y4ebbl 1 npoyee;

5. Wasberan pasmelieHus dotorpacdun B WHTepHeTe, roe Tbl M30OpaxkeH Ha MeCTHOCTWU, MO
KOTOPOWN MOXHO ONpeaenMTb TBOE MECTOMNOSOXEHUE;

6. lpu peructpauum B couManbHOM CETU HeobXoOUMO MCNONb30BaTb CIOXHbIE Maponw,
cocTosime u3 Byke 1 LMdp 1 C KONMMYECTBOM 3HAKOB HE MeHee 8;

7. [Onsa coumnanbHOW CETU, NOYTbl N APYrMX CalTOB HEOOGXOOMMO UCMONbL30BaThL pasHble Naposnu.
Torpa ecnv Tebs B3roMatoT, TO 3M0YMbILUNIEHHUKM NONy4YaT AOCTYN TOMbKO K OAHOMY MECTY, a
He BO Bce cpasy.

OneKTPOHHbIe AeHbIn

OnEeKTPOHHbIE AEHbMM — 3TO OYeHb YAO0OHbLIN Crnocob nnaTtexen, OOHAKO CYLLECTBYKOT MOLLEHHMWKN,
KOTOpbIE XOTAT MNOMYYMTb 3TN AEHbBIN.

SﬂeKTpOHHbIe OEeHbrn noAaBUNnMCb coecemMm HeaaBHO U UMEHHO M3-3a 3TOro BO MHOIMX rocyaapcrtBax Ao
CUX Nop He NponncaHo Npo HMX B 3aKOHaXxX.

B Poccun xe oHM pYyHKLMOHMPYIOT N O HUX YXKe MPOMNMcaHo B 3aKOHe, rae WX pasgensitoT Ha HeCKOSbKO
BUAOB - @HOHWMHbIE W HE aHOHWMHble. PasHuMua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX
paspeluaeTtcs npoBoAuTb onepauMn 6e3 wugeHTUdMKaUMM nonb3oBaTens, a B He aHOHUMHbIX
noeHTudrkaummn nonb3oBaTens senseTca 0bsi3aTenbHON.

Takke cnegyeTt pasnuyaTb SMEKTPOHHbIE uaTHble AeHbrn (paBHbl FOCY4apCTBEHHbIM BanioTam) u
3NEKTPOHHbIE HedMATHbIE AEHbIN (HE paBHbI rOCYAAPCTBEHHBIM BasoTam).

OcHoBHbIe coBeThbl N0 6e3onacHon paboTe € 3N1eKTPOHHbIMU JEeHbraMu:;

1. TlpuBskn K cyeTy MOOWMbHLIN TenedoH. 3To cambil yaobGHbIM M ObICTpbI cnocod
BOCCTAHOBUTb AOCTYyNn K cuyeTy. [puBa3aHHbIA TenedoH NOMOXET, ecnu 3abygellb CBOW
NnaTeXHbI Naponb Wnn 3akaeLlb Ha CaiT C HE3HAKOMOro YCTPOWCTBA;

2. WNcnonb3yn ogHopasoBble naponu. [locne nepexoga Ha yCUNEHHy0 aBTopu3aumio Tebe yxe
He BygeT yrpoxaTtb ONacHOCTb Kpaxku Uinn nepexsaTa nraTexHoro napons;

3. Bbibepu cnoxHbin naponb. lNpecTtynHukam OydeT He MpocTO yragaTtb CIIOXHbIM Naposb.
HapgexHble naponun — 3TO Maponwu, KOTopble coaepXaT He MeHee 8 3HAKOB M BKMOYaT B
cebsa CTpoYHble M NpOnUCHble OykBbl, LUMPbLI M HECKONBbKO CUMBOMOB, TakMe Kak 3HaK
gonnapa, yHTa, BOCKNMUaTenbHbIn 3Hak 1 T.n. Hanpumep, StRONg!;;

4. He BBOAM CBOM NNYHBIE JaHHbIE HA CalTax, KOTOPbIM HE JOBEpPSAELlb.

OneKTpoOHHaA noyTa

OneKTpoHHas noyTa — 3TO TEXHONOMUsi U NPeAoCTaBNsSeMblE €0 YCIyr MO MEPECHISIKE U MONyYeHNto
3MEeKTPOHHbIX COODLLEHUIA, KOTOpble pacnpedensoTcss B KOMMbIOTEpHOW ceTh. OGbIYHO SNEKTPOHHbIN
MOYTOBLIA SALLVK BbIFMAAUT CreaylowmnM obpa3oM: UMS_Monb3oBaTena@umMs_aoMeHa. Takke Kpome
nepenayv NPoCToro TeKCTa, UMeeTCs BO3MOXHOCTb NepefaBaTtb (ansbl.

OcHoBHbIe coBeTbl N0 6e3onacHoMn paboTe C 3N1IeKTPOHHOM NOYTOM:

1. Hapo BblbpaTb npaBuWmbHbLI MOYTOBLIM cepBUC. B VHTepHeTe ecTb OrpomMHbIN BbIGOp
BecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Ny4lle JOBEPSATb TEM, KOO 3HaeLlb U KTO NepBbI B
penTuHre;

2. He ykasbBan B JIMYHOM MNo4yTe nu4YHYO wuHdopMauuo. Hanpumep, nydwe BbIOpaTh
«My3blKanbHbI_daHaT@» unm «pok2013» BMecTo «TeMal3y;

3. Vicnomb3yn AByxaTanHyl aBTopu3aumio. ITO Korga NMOMUMO Maponsd HYXXHO BBOAUTb KOA,
npucbinaemsbin no SMS;



4. Bblbepn CnoxHbI naponb. [Ons Kaxaoro noYToBOro silMKa AOSMKeH OblTb CBOWM HaAeXHbIN,
YCTONYMBBIN K B3NIOMY NMaporsib;

5. Ecnu ecTb BO3MOXHOCTb HanucaTb CaMOMy CBOW JIMYHBIA BOMPOC, WCMOMb3yn 3Ty
BO3MOXHOCTb;

6. Vcnomnb3yin HecKomnbKO MOYTOBLIX AWMKOB. lMepBbIi AN YaCTHOW Mepernuckn ¢ agpecatamu,
KOTOpbIM Tbl AOBepsiellb. JTO ANEKTPOHHbIA agpec He Hago MCMONb30BaTh MpPU perncTpaumu
Ha cdopymax u canTax;

7. He oTtkpbiBan cannbl U Opyrne BrIOXEHUS B MUCbMax AaXe €CNU OHW MPULLNN OT TBOWX
apysen. Jlydlle yToYHM Y HUX, OTNPaBsnu N oHx Tebe 3Tn dannel;

8. Tllocne okoHuyaHusA paboTbl HA NOYTOBOM CepBUCE Nepes 3aKpbiTUEM BKIAAKW C CalTOM He
3abyab HaxaTb Ha «BbInTny.

Kn6ep6ynnuHr unu BupTyanbHoe nsgeBatefib.CTBO
KnbepbynnuHr —  npecrnegoBaHuMe  COOOLLEHUsSIMM,  COAepXallMmu  OCKOpOneHusi,  arpeccwuio,

3anyrmBaHue,; XynmraHcTeo, couuaribHoe 6OI;1KOTMpOBaHMe C NOMOLLbIO Pa3finyHbIX MHTEPHET-CEPBUCOB.

OcHOBHbIe coBeTbI N0 6opbLbe ¢ kKM6epOyNIINHIoMm:

1.

He 6pocarica B 60oi. Jlyywmin cnocob: nocoBeToBaThbCs Kak cebs BECTM U, eCnu HeT Toro, K
KOMYy MOXHO o0bpaTuTbCs, TO BHauane ycnokoutbcs. Ecnn Tbl HayHewb oTBe4YaTb
ocKkopOneHnsiMM Ha 0CKOPONEHNs, TO TOMNbKO elle BornbLie pa3oXKeLlb KOHMINKT;

Ynpasensan ceoewn knbeppenyTtaumen;

AHOHMMHOCTb B ceTU MHuMas. CyLlecTBYHOT CnocoObl BbISICHWUTb, KTO CTOWUT 33 aHOHUMHbIM
aKKayHTOM;

He cTtouT Bectu xynuraHckun obpas BupTyanbHOW >ku3HU. WHTEpHeT ukcupyeT BCce TBOU
OENCTBUS U COXPaHSET ux. YaanuTb ux bygeT kpavHe 3aTpyaHUTENbHO;

Bean ceba Bexnumeo;

WrHopupyn eguHuyHbin  Heratus. OpHoOpasoBble OCKOpOUTENbHblE COOOLLEHUs nydwe
urHopupoBatb. OB6bI4HO arpeccus NpekpallaeTcsl Ha HaYanbHOW CTaauu;

BaH arpeccopa. B nporpammax obMeHa MrHOBEHHbIMWU COOBLLEHUAMM, B COLMAnbHbBIX CETAX
€CTb BO3MOXXHOCTb OMOKMPOBKM OTMNPaBKM COOBLLEHMI C ONpeaereHHbIX aapecos;

Ecnun 1ol cBupgetens knbepbynnuHra. TBOM AENCTBMA: BbICTYNUTbL NPOTMB MNpecrieqoBaTtens,
rnokasaTb emy, YTO ero OeNCTBUSA OLEHMBAIOTCA HEeraTMBHO, NogaepXaTtb XepTBy, KOTOpOW
HY>KHa NcMxonornyeckasl MOMOLLb, COOBLLMTb B3POCNbIM O (pakTe arpecCMBHOro NOBeAEeHUS B
ceTu.

Mo6unbHbIN TenedoH

CoBpeMeHHble CMapTgOHbI W MnaHweTbl cogepxaTt B cebe BnomHe B3pOCnbii OyHKLUUOHAM, 1 Tenepb
OHW MOTYT KOHKYPMPOBaTb CO CTaLUMOHAaPHbLIMKU koMMnbloTepamn. OgHaKo, CpeacTB 3awWwmTbl Anst NogobHbIX
YCTPOWCTB MNOKa O4YeHb Maro. TecTMpOBaHWE W MOUCK YSI3BUMOCTEM B HMX MPOUCXOOUT He Tak
NMHTEHCMBHO, Kak ang MK, To xe camoe kacaeTcs U MOBMUIbHbIX MPUINOXEHUI.

CoBpeMeHHble MOOWUNbHble Opay3epbl yXe MNpPaKTUYecKM [OrHanu HacToNbHble aHamnoru, opHako
paclumpeHmne dyHKLMOHana BrieyeT 3a co6oi 6orbLUyo CIOXKHOCTb Y MEHbLLYH 3alULLEHHOCTb.

[daneko He Bce NMPOW3BOAMTENMN BbIMYCKAOT OOHOBNEHUS, 3aKpbIBaKOLLME KPUTMYECKME YA3BUMOCTU ANs
CBOUX YCTPOWCTB.

OcHoBHbIe coBeThbl gnA 6e3onacHOCTU MobunbHOro TenedoHa:

1.

2.

Byob octopoxeH, Beab korga Tebe npegnaraioT ©ecnnatHbI KOHTEHT, B HEM MOTMyT ObITb
CKPbITbl KAKMe-TO MMaTHbIE YCAYTY;

Oyman, npexge yem otnpaBute SMS, oTo unu Brgeo. Tbl TOYHO 3HaeLb, rae oHu OyayT B
KOHEYHOM uTore?

HeobxoomMmo oOHOBNSATL ONepaLMoHHY CUCTEMY TBOETO CMapTdOHa;

Vicnonb3yn aHTMBUPYCHBIE NPOrpaMmbl 4151 MOBUNBHBIX TENegOHOB;

He 3arpyxai NpunoxeHust OT HEW3BECTHONO WCTOYHMKA, BeOb OHW MOTMyT cogepXaTb
BPEAOHOCHOE NMporpammMHoe obecneveHme;

[Mocne Toro kak Thbl BblAELWb C cCanTa, rge BBOAUN MNYHYIO MHAOpMaLMIO, 3aian B HACTPOMKU
Opaysepa u yganu cookies;

Mepuoanyeckn npoBepsin Kakne nnaTHble YCIyrn akTMBMPOBaHbI HA TBOEM HOMEPE;

[aBan cBon HOMep MOOUNBHOIO TeredoHa TOMbKO MHAAM, KOTOPbIX Thl 3HaElWb U KOMY
[oBepsiellb;

Bluetooth pgormkeH ObiTb BbIKMIOYEH, KOr4a Tbl MM He nofnb3yelwbcs. He 3abbiBan mHorga
npoBepsTb 3TO.



PULWNHr nnun KpaXa JIN4YHbIX OaHHbIX

MmaBHas uenb UWIKHT - BUAa MHTepHeT-MOLLEeHHNYEeCTBa, COCTOUT B MOMy4YeHUU KOH(UAEHUMArNbHbIX
JaHHbIX nonb3oBaTenen — forMHOB U napornen. Ha aHrnuiickoM s3blke phishing untaetcs kak ouwnHr
(ot fishing — pbiGHas noens, password — naponb).

OcHoBHbIe coBeThl N0 60pbbe ¢ hUNHrom:

1.

Cnepnm 3a cBouMM akkayHToM. Ecniv Tbl nogo3peBaellb, YTO TBOS aHkeTa Obina B3nomaHa, To
HeobxoauMo 3abnoknposaTb ee 1 coobLUTL agMUHUCTPaTopaM pecypca o6 aTOM Kak MOXHO
cKopee;

Vcnonb3yn 6e3onacHble BeG-CaiThbl, B TOM YMCIE, MHTEPHET-Mara3vHOB 1 MOUCKOBbLIX CUCTEM;
VMcnonb3yn cnoxHole W pasHble naponu. Takum obpasom, ecnu TebA B3NOMawT, TO
3M0YMbILUMEHHUKM NornyYaT AOCTYN TONbKO K O4HOMY TBOEMY MPOMUIIO B CETU, a HE KO BCEM;
Ecnu 1eba B3nomanu, TO HeobxoaMMO npedynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOpble
nobasneHbl y Tebst B Apy3bsix, O TOM, YTO Tebs B3nomanu u, BO3MOXHO, OT TBOEro MMEeHU
OyLeT paccbinaTbCs cnam u CCbINIKM Ha (PULLMHIOBbIE CaNTbI;

YcTtaHoBu HagexHbI naponb (PIN) Ha MOGUNbHBIN TenedoH;

OTknouM coxpaHeHne napons B bpaysepe;

He oTkpbiBan hbannbl U gpyrme BMOXEHUS B NMUCbMax Aaxe eCrnv OHW MNpUWnM OT TBOUX
apysei. Jlydlle yToYHW Y HWUX, OTNPaBNsiNM N OHW Tebe 3Tn dainbl.



